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Securing Dragons

Dany and Jorah decide to hide a dragon egg inside a crypt. The crypt 
has two locks and can be opened only if both locks get unlocked. Dany 
has the key to one lock and Jorah has the key to the other. 

What security principle did Dany and Jorah follow to decide on this 
mechanism?

(a) Open design.

(b) Least privilege.

(c) Complete mediation.

(d) Separation of privilege.
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The protocol behind SwissCovid

Digital Proximity Tracing

Goals

- Notify users that they have been in contact with a COVID+ user.
- Cover more people than those COVID+ patients can remember
- Notify them faster than the manual system could do
- Increase the scalability of manual notifications



• The App creates a secret every day 
and from this key it derives random 
identifiers that it broadcasts via 
Bluetooth

• A random identifier is used for a 
limited amount of time

• Without the key, no-one can link two 
identifiers

How it works
Installation
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• A is nearby B: records B’s 
number

• B is nearby A and C: records 
A,C’s number

• C is nearby B: records B’s 
number

How it works
Walking around
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When a phone with the app 
hears a random identifier 
from a nearby app, it records 
having seen that number.B
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These numbers…
• Are not related to A’s identity

• Are not related to the locations A 
visited

• Are not related to other people A 
has interacted with or has seen

To upload their numbers, needs an 
authorization code. This code is 
requested by the doctor from an 
authorization server and given to the 
patient outside of the application

How it works
Upon diagnosis When a user is diagnosed 

positive, if they consent, 
they upload their keys 
(their numbers)
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Each phone checks internally…

• Whether they have seen any of the 
numbers

• Whether the exposure to these 
numbers has been long and close 
enough

• If yes, show a notification for the 
user

How it works
Proximity tracing

All phones download latest 
COVID-positive numbers and 
check whether they have been 
exposed
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Design documents: https://github.com/DP-3T/documents

Code and documentation: https://github.com/SwissCovid/swisscovid-doc  

More information

https://github.com/DP-3T/documents
https://github.com/SwissCovid/swisscovid-doc
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1. Economy of mechanism

2. Fail-safe defaults

3. Complete mediation

4. Open Design

5. Separation of Privilege

6. Least Privilege

7. Least Common Mechanism

8. Psychological Acceptability

Which principles does SwissCovid follow?
How?

Principles: Cheat Sheet

2 extra principles

+ Work Factor

+ Compromise Recording
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Which principles does SwissCovid follow?
Economy of mechanism
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Which principles does SwissCovid follow?
Fail-safe default
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Which principles does SwissCovid follow?
Complete mediation
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Which principles does SwissCovid follow?
Open design
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Which principles does SwissCovid follow?
Separation of privilege
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Which principles does SwissCovid follow?
Least privilege
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Which principles does SwissCovid follow?
Least common mechanism
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Which principles does SwissCovid follow?
Psychological acceptability





https://www.justice.gov/usao-ndca/pr/three-individuals-charged-alleged-roles-twitter-hack



Questions

• What could have Twitter done to avoid this problem?

• What principles were not followed and enabled the big problem?

• Training to recognize phishing is a good idea. Are mock phishing 
trainings a good way to achieve this?

Phishing in Organizations: Findings from a Large-Scale and Long-Term Study

https://arxiv.org/pdf/2112.07498.pdf 

https://arxiv.org/pdf/2112.07498.pdf

